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As software applications get increasingly connected and
complex, cybersecurity becomes more and more important to consider
during development and evaluation. Software engineers need to be aware
of various security threats and the countermeasures that can be taken to
mitigate them. Currently, there is a lack of guidance for software engi-
neers aiming to develop secure web applications. We conducted a design
science research study, resulting in a set of guidelines to aid software
engineers in developing secure web applications. The set of guidelines
was constructed based on interview data with 10 industry practitioners.
These guidelines were then evaluated using a survey with 28 respondents.
Our results indicate that these proposed guidelines can be applied by
software engineers to support the development and assessment of secure
web applications in different stages of the software development lifecycle.

Keywords: cybersecurity, software engineering, guidelines, design science re-
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1 Introduction

As the dependence on software applications in various sectors grows, and soft-
ware systems become more complex, it is becoming increasingly important for
software engineers to make sure that the software they create is secure [11].
Previous research [11] found that developers lack proper security knowledge.
While software engineers are responsible for designing and developing software,
cybersecurity professionals are typically responsible for mitigating security vul-
nerabilities. To proactively mitigate vulnerabilities, software engineers need to be
familiar with various security threats and with the mitigation strategies that can
be applied to reduce the risk of these threats [3]. As there is a low threshold for
web application development, which is common among developers with a wide
range of expertise, and the possible exploitation of sensitive data within web
applications, it is even more important that cybersecurity is considered [14,18].
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The intersection between cybersecurity and software engineering has gained
increased attention in the last years [11,3,21,9,13]. They mostly focus on tools
that can be used during development, such as recommender systems for secure
coding [17] or mechanisms to create more secure software supply chains [7].
Previous studies often do not focus specifically on guidelines and resources for
developers. Education and training for developers are needed to convey an un-
derstanding and awareness of cybersecurity concerns. Those concerns are not
only relevant during the implementation phase, but also during other lifecycle
phases, from planning to testing and maintenance. By examining the information
needs of software engineers and the current role of cybersecurity in developing
secure web applications, this research aims to fill this gap and identify guidelines
for meeting the information needs to develop secure web applications.

In this paper, we present the results of a design science research study. Using
two cycles, we developed a set of guidelines to aid software engineers in develop-
ing more secure web applications. These guidelines are targeted towards software
engineers as they play an important role in ensuring secure systems through in-
corporating security when coding and implementing best practices during the
development lifecycle [21]. We also identify the software life-cycle phase that
these guidelines can be integrated into. Additionally, we collected empirical evi-
dence from professionals within the fields of software engineering, cybersecurity,
and management. Through cooperation with an external partner4, the study
gained input from industry practitioners and feedback on the usefulness of the
created guidelines. Concretely, we focus on the following contributions:

1. An analysis of the information needs of developers aiming to implement
secure web applications;

2. A set of guidelines to develop secure web applications;
3. An assessment of the perceived usefulness of the guidelines, based on a sur-

vey.

2 Related Work

Several resources for developers aiming to create secure web applications exist.
For instance, the Mitre Att&ck (MITRE) framework [5] provides comprehensive
adversary tactics and techniques data. Open Web Application Security Project
(OWASP)5 is a repository of resources for developers to make web applications
more secure. OWASP is the gold standard for security-related information in
the industry. However, OWASP mostly includes the top 10 vulnerabilities and
no concrete steps on how these vulnerabilities can be mitigated using threat
modeling and other techniques. Our work partially relies on these resources
and aims to make them more accessible to developers. Recently, Siderova et
al. [22] studied approaches to integrating security concerns into MDE for web
applications. They concluded that approaches are needed that better address

4 https://www.qestit.se/
5 https://www.owasp.org/
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the OWASP Top 10 vulnerabilities and that researchers should conduct more
empirical studies on the topic. We focus on these issues in this paper.

A systematic literature review on developer-centric development [24] con-
cluded that learning support in the reported literature takes the form of IDE
plugins with limited practical validation. The authors also discussed the lack of
links to external resources for developers’ training, which we target in our study.
The authors also discuss that the majority of reviewed papers suggest providing
feedback to developers actively, meaning that it requires interrupting them while
conducting their work, which might be an issue. In our study, we take a passive
approach by providing guidelines for the developers to learn from, i.e., support
on request. Lastly, the literature review discussed the difference between practi-
tioners and students as research participants. While the majority of the studies
feature students, we have a mix of both, which gives us diverse feedback.

It was found that development teams, when suitably guided, can significantly
improve their security maturity even without the support of security special-
ists [26]. Another study [1] analyzed general advice resources and described the
need for evaluating these resources and developing new ones.

Assal et al. [3] examined the human factors of software security and argued
that a better understanding of human behavior and motivation can lead to
more effective security policies and training methods. Similarly, the importance
of integrating security policies and strategies into the development cycle was
highlighted in a study on best practices for ensuring security in DevOps [4].
Our research builds upon these studies by conducting research from a software
engineering perspective in web application development, as well as introducing
valuable empirical evidence from industry practice.

Researchers have also looked into the challenges of implementing DevSecOps
practices [2]. They emphasized the need for security standards for code, security
tools (e.g., for testing), and security training and education for engineers. Our
paper focuses on creating such guidelines that developers can follow to create
more secure web applications.

Several other studies have proposed models for integrating security into the
software development life cycle. One such model is the Secure Software Devel-
opment Model [9], which is based on international standards and best practices.
Kalharo et al. [13] proposed a cyber hygiene model that identifies key factors
influencing software engineers’ cyber hygiene behavior. The model is a valuable
asset when developing guidelines for secure web application development.

Gasiba et al. [11] addressed the need for effective training methods using
a game to raise awareness and provide practical advice. Finally, the study by
Tahaei et al. [24] examined developer-centered security and provided tools and
processes to better support both developers and secure code production. How-
ever, this study did not focus specifically on web applications and suggested
further study into developer-focused security. Our research aims to further ex-
plore developer-centered security as related to web applications, by developing
and evaluating guidelines for different lifecycle phases.
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Fig. 1. Design science research process and results overview

3 Research Method

The purpose of this study is to gain a better understanding of the current web
application security knowledge within the software engineering domain and de-
sign a set of guidelines for developing secure web applications. All interview
questions, survey questions, artifact information, and results are available in the
supplementary material on Figshare6. Note that we could not make the inter-
view transcripts available because we assured the interviewees that their data
would be treated confidentially.

Design science involves iteratively designing, developing, and evaluating the
artifact [12]. In our case, the artifact is a set of guidelines to aid software en-
gineers in developing more secure web applications. Design science is an appro-
priate method for researchers who want to get an in-depth understanding of the
problem and create a solution that is evaluated and refined in several cycles.

To understand the current state of the practice and investigate the potential
use of guidelines, our research focuses on the following research questions:

RQ1 What are the security information needs of software engineers to develop
secure web applications?

RQ2 What potential guidelines can support software engineers in developing
secure web applications?

RQ3 How can those guidelines be applied to the development of secure web
applications?

The research phases and tasks conducted were separated into two cycles.
Figure 1 shows an overview of the overall research process.

Cycle 1: This cycle focused on learning more about what kinds of resources and
information software developers require to develop secure web applications and

6 https://doi.org/10.6084/m9.figshare.27095113.v1
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how to provide these resources as a set of guidelines. This was done by reviewing
the literature and conducting semi-structured interviews.

Interview Design The interviews were designed to gather information on the
topics of software engineering practices for designing secure web applications,
the most common problems, and effective preventative practices. The interview
guide is available on Figshare6. The interviews were conducted through a video
conferencing system. All interviews were recorded and transcribed.

Selection of Participants We aimed to understand how software engineers can be
supported in developing more secure web applications. To this end, we selected
a mix of participants. All of them worked at the same company4. Some were
cybersecurity experts, whereas others came from the web application domain.
We decided to include both experienced and junior participants, given that the
target audience of our guidelines is rather broad. The interviews were conducted
with individuals of different roles with at least six months of experience in their
current positions. Some of the interviewees had overlap among the domains which
resulted in six interviewees from the software engineering domain, three from the
management domain, and five from the cybersecurity domain. All interviewees
are involved in activities connected to the development of a web application.
Table 1 shows an overview of the interviewees in cycle one.

Table 1. Overview of the interviewees in Cycle 1.

# Exp. Interviewee Job Title

1 > 10 yrs. Consultant Manager, QA & Agile Coaching
2 > 10 yrs. Security Engineer, Penetration Technician
3 1-2 yrs. DevOps engineer
4 1-2 yrs. Developer
5 2-5 yrs. Penetration Tester
6 5-10 yrs. Penetration Tester, Manager
7 5-10 yrs. Architect
8 2-5 yrs. Front-End Developer
9 > 10 yrs. Penetration Tester
10 1-2 yrs. Developer

The guidelines were created in Cycle 1 using the information gathered from
the interviews and the literature. A visual model in a tabular format was created.

To evaluate the solution, we performed an internal evaluation workshop. In
this workshop, the first cycle of guidelines was discussed, with a focus on making
the guidelines more accessible, practical, and usable.

Cycle 2: Based on the evaluation of Cycle 1, we performed an additional liter-
ature search to support the design and content decisions of the guidelines. As a
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result of cycle one, some problem areas of the artifact were found, such as too
much information and a low level of intuitive design.

Some guidelines were removed due to insufficient backing data or level of im-
portance. A website representation of the guidelines was created with all guide-
lines. Design improvements were made, such as aligning categories according to
the Software Development Life Cycle (SDLC) process.

The evaluation involved a survey to gather data on the practicality, usability,
and relevance of the artifact. The survey was distributed to participants within
the domains of software engineering, cybersecurity, and management.

Survey Design The survey was created using Google Forms. The survey ques-
tions were designed to complement the interview questions, answer RQ3, and
confirm or challenge previously gathered data for RQ1. The survey was dis-
tributed through online platforms, including LinkedIn groups within the relevant
domains. The surveys were further distributed by encouraging participants to
invite others within their networks to answer the survey. Moreover, our industry
partner helped us to recruit practitioners from the software engineering domain,
cybersecurity professionals, and management. Our respondents represented dif-
ferent industries, organizations, and levels of experience. We decided to include
6 students with varying levels of experience, as long as they had worked on web
application development projects before. After all, our intention was to create
guidelines that should be useful to a variety of participants—not only expert
developers or people involved with cybersecurity. We received 28 responses from
the domains of software engineering, cybersecurity, and management. The sur-
vey consisted of three questions to establish the demographic of the respondents,
followed by Likert scale questions to collect feedback.

The interviews and surveys were conducted following ethical guidelines for
research involving human participants [23]. All data collected was kept confiden-
tial and anonymized, and identifying information was removed from the data.

3.1 Data Analysis

The interviews were transcribed and analyzed using thematic analysis to identify
key themes in the data. The surveys were analyzed using descriptive statistics
to provide a quantitative perspective on the data. The interview data was an-
alyzed using inductive coding to identify emerging themes and patterns [27].
Two researchers independently coded the data and compared the results. Once
the themes were identified, they were aggregated and discussed to arrive at con-
clusions about the research questions. As an example for the data analysis, we
consider the following quote: “I would say that kind of depending on what kind
of a web application it is, it is in the developers’ interest to keep it secure, but
in some cases, the benefit does not outweigh the cost.” The quote talks about
the cost-benefit tradeoff connected to security. It was coded with “cost” and
“decisions” in the “management” theme.

We used descriptive statistics to analyze the survey responses. Concretely,
the data was analyzed using measures such as frequency distributions, central



Guidelines for Developing Secure Web Applications 7

tendencies, and variability to describe the characteristics of the sample and the
distribution of responses to the survey questions.

The interview and survey data were integrated to provide an understanding
of the guidelines necessary for software engineers to develop secure web applica-
tions. The qualitative and quantitative data was triangulated with related liter-
ature, interviews, and survey data. The interviews mainly provided information
regarding domain knowledge and present issues, whereas the surveys primarily
confirmed assumptions based on the interviews and evaluated the artifact.

3.2 Threats to Validity

We discuss threats to validity using Easterbrook et al.’s criteria [6].

Internal Validity: The data collected is based on self-reported information ob-
tained through interviews and surveys, which may introduce bias. To reduce
the likelihood of bias, the interview questions were designed to be clear and
non-leading. Two interviewers were present to collect data, which reduces the
impact of interviewer bias. The interview questions were reviewed by the four
participating researchers. Anonymity and non-evaluation of answers were en-
sured to encourage truthful responses. We collected rich data using interviews
as a qualitative data source and a survey as a quantitative data source. This
approach allowed us to triangulate the findings, further improving internal va-
lidity. Additionally, although the interviewees might not have been aware of best
practices in cybersecurity, they possessed sufficient knowledge to understand the
questions and provide informed responses. This ensured the data collected was
still relevant and valuable for the study.

External Validity: The findings of this study are not fully generalizable to other
software development contexts, as the study was conducted with a specific pop-
ulation and geographic location. Efforts have been made to include a variety
of roles, but the sample might not fully represent the populations being stud-
ied [15]. We decided to include less experienced participants, as long as they were
familiar with web application development. We wanted to design guidelines for
a broad audience—not only expert developers or developers who were familiar
with cybersecurity issues. Some of the involved survey respondents were software
engineering students, who can be seen as junior software engineers. It would be
beneficial to run further evaluations with more experienced practitioners.

Construct Validity: The interview and survey questions may not have fully cap-
tured the constructs being studied. To address this, the terminology used in
the questions was explained to the participants, considering that terms such as
“OWASP” may not be widely known in the specific context.

The survey questions may not accurately measure the construct of interest
(usability and helpfulness of the artifact). There is also a risk that important
aspects have not been covered by the survey questions.
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Reliability: We provide supplementary material to enable others to replicate this
study. The results of the survey may have been influenced by factors such as the
timing of the survey, the way we asked the questions, or the participants’ level of
engagement. Additionally, the tool being evaluated in the survey is one made by
the authors for this research. The questions we asked were framed in a mainly
positive manner, potentially producing biased answers. These factors should be
considered when interpreting the results.

4 Findings

4.1 RQ1 - Security information needs

The findings from the conducted interviews revealed problems related to cyberse-
curity education. Firstly, there is a significant lack of education on cybersecurity,
with many developers reporting that it is not covered satisfactorily in their ed-
ucation, job descriptions, or workflows. One of the penetration testers stated
that “you’re not taught how to build it securely or how to even in any way
at all mitigate these kinds of vulnerabilities that are actually quite common.”
Another developer mentioned that “I don’t think I have the knowledge right
now to identify these potential issues or vulnerabilities that might happen from
the code I write” and even so, mentions that security does come to mind when
developing. This lack of security is further exemplified by one of the Cybersecu-
rity Managers, saying “I know that despite that there’s awareness that there’s
vulnerabilities, the work done to mitigate these is not sufficient.”

The lack of appropriate resources that explain cybersecurity concepts in a
way that developers can understand or apply is also a common challenge. Many
developers are unaware of resources such as OWASP that are well-known among
cybersecurity professionals. One security engineer interviewee mentions that “I
would say the OWASP model but then again it requires them to actually have
the time and the interest to understand the model” when asked what they think
is the most important to think about when developing a secure web application,
further confirming the importance OWASP but exemplifying the potential issue
of information being too complex. To confirm this, one of the developers was
asked about OWASP, they stated that “I’d say it’s quite useful. But I just
haven’t found any sort of practical application for it just yet. Because I’m not
too experienced with the resource itself.”

We found that the reuse of insecure code found online is a prevalent issue
among developers. A penetration tester mentioned that “if you find an exam-
ple code somewhere like let’s say Stack Overflow without even validating that
the code is secure enough, you’re basically implementing a code that might be
vulnerable without even knowing about it.” This practice increases the risk of
common vulnerabilities, as developers may not know how to properly implement
certain features or what to look for in terms of security vulnerabilities, including
those outlined in the OWASP Top 10.

Inadequate access to cybersecurity professionals and a lack of security culture
within development teams are also identified challenges, “[...] there’s a huge
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gap in both ways because the company I’m working for has developers and we
have a security team. And I realize that there’s actually a big gap between us,
even if we’re working for the same company” and “I’d say the overall level of
security awareness when it comes to companies and developers is quite low.”
Developers may not know where to look for information or have limited access
to cybersecurity experts who can provide guidance.

Securing user data and backend systems are also recognized as critical con-
cerns. An interviewee stated that “guidelines should be at the bare minimum.
At least make sure that the code you write doesn’t put your [...] users’ data at
risk.” Developers acknowledge the importance of these areas but do not always
know how to effectively address them.

Summary
Based on the findings from the interviews and literature review, the following are
the information needs of software engineers to develop secure web applications:

1. Education & training on cybersecurity, to help understand mitigation strate-
gies and key concepts.

2. Information on resources that explain a way that developers can understand
and apply.

3. Guidance on securing user data and backend systems.
4. Awareness of vulnerabilities and threats, such as the OWASP Top 10.
5. Importance of secure coding practices, including avoiding the reuse of insecure

code found online.
6. Security culture within development teams and adequate access to cyberse-

curity professionals who can provide guidance and support.

4.2 RQ2 - Guidelines

The findings suggested that potential guidelines can provide software engineers
with the necessary information to develop secure web applications. Utilizing
such guidelines and promoting a security culture within development teams can
help raise awareness and emphasize the importance of cybersecurity among soft-
ware engineers. We found that presenting cybersecurity concepts, practices, and
resources in a more accessible way for developers indicates the possibility of
improving their understanding and chances of using secure coding practices.

The guidelines created from problem identification and interviews were con-
densed and coupled with backing literature and sources. Our data indicated
that accessibility and ease of understanding were the main requirements for our
artifact. Therefore, a website representation of the guidelines was created7. It
can simplify information and improve retention, as many of the existing sources
include technical concepts that may be difficult to understand solely through
written text. By using visual elements, the guidelines can be simplified and pre-
sented in a more visually engaging way, making it easier for readers to grasp the
key concepts and remember them, along with finding them easily. Table 2 shows
an overview of the guidelines, which we explain in the following.

7 https://dev-swag.vercel.app/

https://dev-swag.vercel.app/
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Table 2. Tabular representation of the guidelines.

Phase Technique

Planning Threat Modeling
Design Secure Communication Protocols, Secure Authentication
Implementation Secure Coding, Mitigate OWASP Top 10, Penetration

Testing
Testing and Integration Automated Security Testing
Deployment Secure Configurations
Maintenance Regular Update and Patch the Application, Conduct

Regular Security Audits and Vulnerability Assessments

Threat Modeling: Many interviewees in the cybersecurity domain recommended
threat modeling as a useful tool. When cybersecurity management was asked
what advice they would give to developers, they answered that “it’s at tops
[a] two to three days session where we sit down and go through what their
solution is going to look like”. Another penetration tester stated that “I love
threat modeling and that’s something I also recommend going back to what
I said before about being part of the projects from the beginning”. Similarly,
Myagmar et al. [16] also recommends threat modeling by discussing how it can
be used as a foundation for specifying security requirements.

Secure Communication: If exchanges are not secured through secure communi-
cation channels, web applications might have sensitive data leaked or compro-
mised. Our findings suggest that a large issue that comes with web applications
is the exchange of sensitive information or data. According to the developers in-
terviewed, communication channels are one of the most known potential security
risks. A penetration technician also mentioned that using encrypted communi-
cations protocols is one of the most important features for potential tools aiding
developers in securing their web applications. However developers may not al-
ways know how to implement or maintain it, therefore it should be one of the
recommendations in the guidelines.

Secure Authentication: When discussing the security levels of projects that the
interviewees have worked on, an architect responded with the security being low
to medium-low and authentication being “probably the biggest problem”. An-
other interviewee stated that a big part is to “be aware of the users that will be
using your application, what their sort of normal level of technical experiences,
isolate your components and secure them through authentication or authoriza-
tion methods.” Authentication is clearly a concern that developers should be
more aware of when developing, and therefore it is present in the guidelines.

OWASP Top 10: OWASP was brought up in several interviews, primarily by
those working within cybersecurity as penetration testers or management. While
OWASP is well known within the domain of cybersecurity, it is rarely known
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within software engineering. 50% of our respondents strongly disagree with being
familiar with the OWASP Top 10. Therefore, we see that there is a need for
increased awareness regarding resources such as OWASP. As one penetration
tester mentioned, “the recommendation is to follow OWASP, use OWASP as
your main go-to reference when it comes to designing your application.”

Secure Coding Practices: Establishing and using secure coding techniques is
essential for creating secure web applications. It is also crucial when a developer
assesses whether someone else’s code is secure. This encapsulates most of the
issues present in the security of web applications, and developers may lower the
risk of vulnerabilities and attacks by adhering to secure coding standards and
recommendations, such as those provided by OWASP. The practice of secure
coding guidelines has previously been found to be impactful when it comes to
the quality and security of products [8]. Similarly, when a manager was asked
what it means for cybersecurity in a project to be up to date, one of the things
they look at is if “Do they actively review code from a security standpoint and
both correct code that’s insecure and also rewrite guidelines for secure coding?”.

Penetration Testing: In order to create secure web applications, penetration
testing can be an important measure as it reveals weaknesses that could go
unnoticed throughout the development process. Penetration testing is often per-
formed as part of the implementation phase and thought of before other testing
activities start. One penetration tester mentioned that “even before starting to
developing the application [...] you can involve security consultants or penetra-
tion testers”, though this may not be possible in all projects. The recommenda-
tions of penetration testing could vary depending on company size and resources,
though automated web penetration tests and tools should easily be implemented
to help reveal risks and vulnerabilities.

Automated Security Testing: Automated security testing can assist in quickly
and effectively identifying security vulnerabilities and is a crucial component of
creating secure web applications. Integrating automated testing also allows for
saving both time and efficiency when developing and deploying web applications.
As one manager suggested during their interview to perform “at least some basic
security testing”. Automated security testing is already an established way of
ensuring continuous security [20], and is thus present in the guidelines.

Security Configuration: By configuring web servers, databases, and other com-
ponents according to secure configurations, developers can reduce the attack
surface of web applications and make them more resilient to threats. One of the
developers mentioned that the company they work for is making sure the secu-
rity of the projects is up to date by “All of our internal-external projects share
the same security configurations” and continues by mentioning the implementa-
tion of regular security checks. This is something the respondent considered to
work well and showcased that the company was communicating those routines
to developers. In the OWASP Top 10 in 2021, security misconfiguration is at the
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fifth spot of most significant security threats for web applications, and should
thus be taken into more consideration during development.

Regularly Update and Patch: By regularly applying security updates and patches
on the software and components of their web applications, developers can miti-
gate some of the most common threats and attacks. One developer described a
scenario in which they had to update dependencies and packages. They stated
that “for example, the react app is not really good at updating the dependencies.
So the whole package is really outdated, to be able to outcome that we need to
add some resolutions individually”. To mitigate these issues, they remove un-
used dependencies and continuously inventory the versions and dependencies
within the applications. Another developer interviewed mentioned that the cur-
rent practices of regularly updating include that “we use Ansible to configure
everything so everything runs on the same version of a library runs on the same
OS image. They all get the same updates and that helps us keep things consis-
tent”. Because it is such a common problem, it is included in the guidelines.

Security Audits: Security audits seem to be common within the industry, one of
the developers interviewed mentioned that they are using Yarn audit8 to detect
if there are any major security threats. One penetration tester also mentioned
security audits when asked what level of cybersecurity they would rank the
projects they have worked on, they then mentioned that customers they work
with often have to adhere to using security audits “Due to the fact that they
actually have some regulations controlling them, they won’t be allowed to do
stuff without security audits.” By regularly conducting security audits such as
vulnerability assessments and code reviews, developers can find and fix poten-
tial weaknesses. Security audits are a common countermeasure to cybersecurity
attacks, and should therefore also be part of the guidelines.

Summary
We created guidelines for developing secure web applications, as listed in Table 2.

4.3 RQ3 - Applying Guidelines in Practice

Most interviewees stated that integrating cybersecurity as early as possible can
potentially make the process less of an issue later on. A cybersecurity manager
mentioned that cybersecurity “does play a role and needs to be done early and
also continuously throughout the development process.” We found that to make
cybersecurity more understandable for software engineers, it is useful to consider
the SDLC phases to make it clear to software engineers when and where they
need to be aware of certain cybersecurity measures.

All developers interviewed mentioned utilizing some sort of development pro-
cess, largely some sort of agile adaptation “The development process is usually
guided by the company that I work for. And at present, it’s an Agile Scrum

8 https://classic.yarnpkg.com/en/docs/cli/audit/

https://classic.yarnpkg.com/en/docs/cli/audit/
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approach that we are using.” Given that the SDLC phases in the guidelines can
be mapped to pretty much any development process, they are considered to be
generally applicable by our participants.

7%

14%

18%

32%

32%

93%

86%

82%

68%

68%

The resources make finding useful cybersecurity resources
easy.

The guideline recommendations could make it easier to
implement cybersecurity practices early and throughout the

development of web applications.
I would use the visual model of the guidelines when

developing a web application.

I believe the knowledge of how to develop secure web
applications would increase by examining the visual model

of the guidelines.

The recommendations within the guidelines are easy to
understand.

100 50 0 50 100
Percentage

Response strongly disagree disagree agree strongly agree

Fig. 2. Responses to our Likert-scale questions (n=28)

Figure 2 shows our survey responses. The demographics of the survey partici-
pants can be found in the supplementary material. Our participants had varying
levels of experience. 57.1% of the participants worked in Software Engineering
(Developer, UX, Architecture, etc.). The remaining participants worked in Cy-
bersecurity, Management, Architecture, or System Administration. The survey
results were overall positive with most respondents being unanimous.

When discussing the survey results, we refer to mean and standard deviation
as a measure of central tendency and dispersion, respectively. The values ranged
from 0 to 5. A mean of 2.5 or less is considered a negative response, and a
mean of 2.5 or greater is considered a positive response. The statement “I am
familiar with cybersecurity” resulted in a mean of 2.54 with a standard deviation
of 1.04, indicating a moderate level of familiarity with cybersecurity. Answers
to the statement “I find it difficult to identify security issues when developing
web applications” resulted in a mean of 2.32 and a standard deviation of 0.82
showing that respondents did find it difficult to identify security issues. However,
they had a moderate level of understanding of where to find information about
securing web applications (with a mean of 2.61 and a standard deviation of
0.92). Respondents found it difficult to understand the information given in
various sources regarding developing secure web applications (with a mean of
2.21 and a standard deviation of 1.03). This indicates that there needs to be a
more understandable source of information for software developers.

Answers to the statement “I wish there was a site that collected the most
common cybersecurity practices and sources for secure web application develop-
ment.” resulted in a mean of 3.57 and a standard deviation of 0.84. This indicates
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that presenting the guidelines in a website format was reasonable. They also be-
lieved that web development would benefit from guidelines to improve security.

Overall, the survey results indicate that participants found the guidelines to
be useful in developing secure web applications, especially when the guidelines
are presented as a website and when broken down by the SDLC. The survey
indicated that participants found written guidelines less compelling than an
interactive and visually compelling website.

Summary
We found that our guidelines are perceived as applicable, especially if they are
integrated into the stages of the SDLC. By breaking down the recommendations
into the SDLC phases, developers can obtain specific recommendations that are
relevant to the stage they are currently at.

5 Summary and Discussion

We performed 10 semi-structured interviews with practitioners and a survey
with 28 responses to design a set of guidelines that aid software engineers in
developing secure web applications. Our guidelines can be used by developers to
improve their cybersecurity practices, by security analysts to communicate with
developers and agree on common ways of working, and by managers or process
experts to assess whether an organization has the appropriate mechanisms in
place to ensure that secure web applications can be developed.

Our findings provide important empirical evidence on the gap between devel-
opers and cybersecurity experts. They also indicate what techniques are priori-
tized today and where better support is needed. In particular, our results shed
light on developers’ information needs (RQ1). The findings partially confirm de-
velopers’ lack of security knowledge [19] and align with the findings of Gasiba
et al. [10] that despite the lack of secure coding policies awareness among the
developers, the majority acknowledges its importance. Kalhoro et al. [13] found
that several social, personal, and technological factors influence cyber hygiene
practices. While their findings confirm some of ours, they do not stress the issue
of code reuse and its potential impact on the security of a system. This might be
because, in web application contexts, it is more common than in other domains
to reuse code from online sources. Moreover, since the introduction of Large Lan-
guage Models (LLMs), developers have leveraged these tools for various tasks,
including web development. Tóth et al. [25] found that websites created by GPTs
are vulnerable which adds to the problem of reusing online code. We believe that
the need for secure coding guidelines is increasing along with the increased use
of AI for coding. Our participants also acknowledge the importance of secure
coding guidelines and of cybersecurity in general and consider it to be a high-
priority concern. Hence, our results do not confirm the findings of Kalhoro et
al. [13] that cybersecurity was not prioritized because of budget constraints.

In this study, we designed a set of guidelines that points to what was consid-
ered most crucial by the participants of the study and by related work. These
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guidelines consider all stages of the development life-cycle including early phases,
which aligns with previous research indicating the need to include cybersecurity
concerns early in the process [19,9]. Our findings indicate that it is important
to think of tasks such as penetration testing already during implementation, so
that cybersecurity concerns are not considered as an afterthought.

Our findings indicate a need for further research to identify and assess alter-
native approaches for improving web application security. We found that devel-
opers struggle with finding starting points to improve their cybersecurity prac-
tices and developing lightweight techniques for threat modeling is a promising
area of future work to address that challenge. It appears promising to integrate
secure coding guidelines into IDEs or other tools, so that regular updates, au-
dits, testing, and analysis activities can be performed. Moreover, revising and
adapting the guidelines to include practices for using LLMs in web development
is an important future work. It would also be interesting to conduct a longitu-
dinal study of the solution presented, where developers would use the guidelines
for an extended period. This would allow concrete observations of the effects of
working with the guidelines on their security knowledge levels.
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